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— Still Functional Devices
— Memory embedded in SoC
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— Damaged devices
— Memory chips accessible

Chip Off

Data Extraction

ssid="ESC-FIRE-1"

Qbee Camera Nest Protect e lkea Gateway

_ B uid=6463726721

<SSID>ESC-FIRE-1</SSID>

2

6463726721
ctrl_interface=/var/run/wpa_supplicant
update_config=1
network={
ssid="ESC-FIRE-1"
scan_ssid=1
psk="ESC_FIRE_2021"
key _mgmt=WPA-PSK
proto=WPA WPA2

<NETTYPE>DHCP</NETTYPE>
<FIXEDIP></FIXEDIP>
<DHCPIP>10.17.229.119</DHCPIP>
<CONNECTION_MODE>Infra</CONNECTION_MODE>
<WPS_MODE>PBC</WPS_MODE>
mOdeIname'—MOZA RTSBSS <PIN_CODE>47460027</PIN_CODE>
SN=416B4067717 i
<Encryp>
<SECURITY>WPA2</SECURITY>
<WEP_MODE>AES</WEP_MODE>
<WEP_NUMKEY></WEP_NUMKEY>
<WEP_KEY>ESC_FIRE_2021</WEP_KEY>
</WEP>|
<WPA_MODE>AES</WPA_MODE>
<WPA_KEY>ESC_FIRE_2021</WPA_KEY>
</WPA>
<WPA2>
<WPA2_MODE>AES</WPA2_MODE>
<WPA2_KEY>E _2021</WPA2_KEY>
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Data Analysis

structure$ cd42e450-cad5-11eb-al112-12447a8a423b
topaz.nl_app_settingsh 1t 1 1 (%)
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e SSID and WiFi PSK e Model &% | ¢ Room Configuration e SSID and WIiFi PSK

e MAC Address &% | ¢« Device Configuration or Logs

e SSID and WiFi PSK e No evident timestamped

e References to some sensors information

e BUT no evident logs

Lights
Unable to reconstruct filesystem e No extraction possible

(UBIFS) due to memory corruption

Sensors
e No extraction possible

Cloud Provider - Traces Future Research
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o Data extraction techniques and decoders
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